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Abstract

The baseband is responsible for channel coding, decoding, low level control
of the timing and management of the link within the domain of a single data
packet transfer. It adds addressing and link control fields to the raw payload
data and provides error detection and correction method.

This thesis presented the SAFER+ algorithm for efficient authentication and
method to solve problem of the frequency hop selector.

The proposed SAFER+ algorithm can reduce the step of the authentication
process, and it can also reduce the whole circuit size by using two MUX and
counter. Proposed method could get delay improvement effect by excluding
divider in the frequency hop selector.

To prove validity of this method, simulation environment was established by
connecting the host and the module with RS232C. And the process to connect
two modules was confirmed through the HCI event packet occurring according
to each command. And then, Bluetooth system performance was analyzed by
comparing with the result of transmission achievement according to data size
and distance gradation.

This thesis is intended to have Bluetooth’s characteristic that is inexpensive,

reliable, small, and low power.
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79-hop Al="el A de X+ th3o] 45 wep A4 €
Table 1. Control for 79-hop system
Page response
Page scan/ . )
) Page/Inquiry |(master/slave)and| Connection state
Inquiry scan .
Inquiry response
X | CLENy; 1 X x® 1 x@ x| CLK; -,
Y1 0 CLKE, | CLKN, | CLKE, | CLKN, |CLK,
32xCLKE, / 32xCLKE, /

Y2 0 32x CLKN, 32x CLKN, 32xCLK,
A A27*2% A27*2% A27*2% A27*23<—BCLK25*21
B A22*19 A22*19 A22*19 A22*19
C | As612.0 Ag.6.4.2.0 Ag 6.4.2.0 Ag.6,4,2,0DCLKy 16
D | Ag 1 Ag-10 Ag-10 A 10DCLK 5 ¢
E | Asi07531 | As11,97.53.1 A 13,11,9:2.5:3,1 A 13,11,9.7.5.3.1
F 0 O 0 ].6XCLK27,7 m0d79
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IV. Host Controller Interface
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[ oS }

&UQ Hum ;JU HCI packets are
%5 % <4 % g I carried on the HCI
o
%5 (WD‘ g 0 g transport layer

o a =+ 0

{ Bluetooth Device

Fig.14 The three types of HCI packets

2. HCI %= o]

0 4 8 12 16 20 24 28 32
OpCode Parameter
Parameter 0
OCF OGF Total Length
Parameter 1 Parameter 2
Parameter N-1 Parameter N

Fig.15 HCI command packet
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HCI ¥ #o] #7174 %+= Fig.159 2tk HCI W&o H7S vhe WHojer 73
37 918 MEol 2HE JeguU= F /19 uolE OpCode= - A =3t}

OpCode®] 6 H]EEXE OGF(Opcode Group Field)® W&ol 1&S e
OpCode?] 10 H]E¥E OCF(Opcode Command Field)E =}A|stm] 1] ==
= v

OpCode thol Hlo]lE wh9le] & diefng Zol& Yrehlls 9 HiolE 2
E7F vk g EHES &Y volE dE tgol on, Zh gebn = Al e
Hpol EE A st BF @ nlo]EV ofym g steluE F ol whelu]E
=3

of\

o &

NI

Foel whEA 2

5

H@ol YAE C F2=2 YeEhid 53 2o

typedef suruct{

union{

struct{

unsigned short int OCF : 10 ;  //Opcode Command Field
unsigned short int OGF : 6 ; //Opcode Group Field
I

unsigned short int OpCode;

};

unsigned char ParameterTotalLength;

F7F e E A s

JCOMMAND_PACKET;

3. HCI o|yl& 2



I E HCI H#EHolE YElE= OpCode =} H| =38 7] %S gt}

0 4 8 12 16 20 24 28 32
Parameter
Event Code Total Length Event Parameter 0
Event Event
Event Parameter 1 Parameter 2 Parameter 3

Event

Parameter N-1 Event Parameter N

Fig.16 Structure of an HCI event packet
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4. HCI dlo]lg A

HCIL dlole] s 24 49 Zzezel dojs Ao 2t a8 da
A0 ol o] Folx Fo dely Aol A Fad o

HCIZ %3lo] do]E(ACL)$ SA4(SCO)S A%st=d 7zt & HCI dl o] H

AL AHEFL
0 4 8 12 16 20 24 28 32
Connection Handle PB | BC Data Total Length
Flag| Flag
Data

Fig.17 HCI ACL data packet

Fig.17& ACL dHolel H%ol| A1&%+= HCI dolg HfAS detd Aol o]
H AN H<E #@ME(Connection Handle)> ACL H&S FEstr] 93 IDE AL
#t}. PB = ¥ (Packet Boundary flag)& |7
AE8h=A] ofy ¥ L2CAP si719] dHQ1AE e

& E°], 2KB ¢ Hlo|HE HCI Hloly sfZloz HEE wf o3& g
Hu7lel= vy 27] wizol o2 7he xzhew Zel Bujof vk whek 874 ¢

%!

>
N
o

o
N

o
=
m

£ Aad o Zeol AN Avhd WA Afow ANF T, o =
do] A" WA delHE wel spz FHol AsA Hrh BC =9
flag)e F5uelEe 21 HolAel Holeld vhehl, oen W)

(Broadcast
Jzy WES s
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Fig.18< SCO HolHE dA&alit ALgH = HCl AAL Jed Ao o 7
ACL 31713} o} w]Za}t}.

=z

s

0 4 8 12 16 20 24 28 32

Connection Handle |Reserved|Data Total Length

Data

Fig.18 HCI SCO data packet

SCO "oy #HAL ACL A vus] B PB BC Z o] ¢la ©olg

% Zo] Zd=+ 3 vlo]Eola Holg FEE 255 HolER A|gsl= Ao A] z}o)

olo} o] dlolE Ho] BEE /| st ol SCO Ha7t ¥4 2§
171 wiZelth ek golg 7k & A7 old dFH, SCO da9) €3 &
Abolell AlzkAI o] FrtE T SCO HlolE A& £

olHE dFsts HAHOR ARSE=H, o] LY A

O

oj27} HEsol Mo Astn Y] R S8 az

5. HCI EllA¥XE A=
EWdAYXE AZEL T2EZFEH HCI A& Wol EFF2 BEZ HYEd
E

(D USB (Universal Serial Bus)
@ RS232C : Ay AA 7]5e] d& AHE SlgdHo|x



@ UART (Universal Asynchronous Receiver Transmitter)

sl A 7lsel gl AE dE o~

RS232CE A EW, RS232C+= A¥ g AolH, Table29t 2 3 JHE o
Bl 9 ZAQRE el A7 FelE TR folsu,

Table.2 HCI RS232C Packet Header

HCI packet type HCI packet indicator
HCI Command Packet 0x01
HCI ACL Data Packet 0x02
HCI SCO Data Packet 0x03
HCI Event Packet 0x04
Error Message Packet 0x05
Negotiation Packet 0x06

RS232C EWHAXE AZ=L Fig199 #Zo] ¥-Ed(null_modem connections)&
Ab&-3kt}, TXD(Transmit data)x RXD(Receive data)e]l #H <% 1, CTS(Clear To
Send)E= RTS(Ready To Send)ell H& =t}

HOST
CTS TXD RXD RTS
| RTS | RXD | TXD |CTS

Bluetooth Device

Fig.19 Connections for HCI RS232C Transport layer
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6. RS232C 944X &3 #3

BEoA vpadel ZeHlolne Gue FAAY skl 4 Thew Lol 2715

gt

Initialising HCI

HCI EMULATOR OFF
Initialising L2CAP
Initialising bt buffer (65536)
Initialising TEST

send_cmd : 0x5 0x10 0x0

data : Oe Ob 01 05 10 00 80 00 40 08 00 08 00

command complete

length = 11, result = 0, num_hci_cmd = 1, ogf = 04, ocf = 05
process_return_param: READ_BUFFER_SIZE

process_return_param: acl_len: 128, acl_nbr : 8

HCI QE ol 2~E o7l dolE EEA4 00 2ol WHos EBEZE A 1
o] 7kAl&= dloly W# Z7|(buffer size)E &#™ HCI _Read Buffer Size ™8 ¥
S AT =52 EES O EEo] HEE 4 9le SCO w7l ACL A

o] Ji47, zglar HCI SCO d"ol8 sjzl3 HCI ACL dlolg #zle Ho =7]|=
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A8E 4 ¢S "= HCL Command CompleteE AFg3}1, 238 A %3 9=

HCI_Command_Status& AFE3sta W Ho] £4¢ ] HCI_Command_CompleteE #

=g
I )
HCI Command - %
= =
== =
HCI_Command_Complete %
- -
5= 2 —
HCI Command
/H‘CI_Command_Status =
= \] =
= -
o =
=
—
/HC‘I_Command_Compldte
;/\l - )

Fig.20 Message sequence charts for HCI command flow control

send_cmd : Oxle Oxc 0x4 0x40 0x0 0x20 0x0

data @ Oe 04 01 le Oc 00

command complete

length = 4, result = 0, num_hci_cmd = 1, ogf = 03, ocf = le
process_return_param: WRITE_INQUIRYSCAN_ACTIVITY
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S ~EX g o] HCL Write_Inquiryscan_ActivityS AF&3te] 3 ~70¢] A zta}

o A Atele] kA2 HART. o Weol: 7 2Ag A&z

= RSN

2
oo
[>
=

send_cmd : Oxla Oxc Ox1 Ox1

write_scan_enable : 0Oxla Oxc Ox1 Ox1

length = 6

data : Oe 04 01 1a Oc 00

command complete

length = 4, result = 0, num_hci_cmd = 1, ogf = 03, ocf = la
process_return_param: WRITE_SCAN_ENABLE

270d& HCL Write_Scan_Enable M® o] & A}&3te] Faqd + vy 281,
W& o] HCI Read_Scan_Enable2 ~7ldo] 7}% e EJIS3AE A= AA
shdl AME T o] WHEolE 23] 2T 3F 2AY FEE 3Fet o7

5

AAE vhaE s EHoln ¥ REY] FEH

@I 7 RES vhiEsh SUoNE FANZ F, F RES AZHN7 99

Ae $4 vegAE SdclhE $A5E 2ES 27 98] inquiry B30l

send_cmd : 0x1 0x4 0x5 0x33 0x8b 0x9% Oxa 0x0
seqent = 6
data : Of 04 00 01 01 04

command status

length = 4, result = 00, num_hci_cmd = 1, ogf = 01, ocf = 01
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data : 02 0f 01 (dd 17 00 5b 02 00) 01 00 00 00 00 00 18 4a

process_event_packet: IN

7} HCI_Inquiry_Result

QUIRY_RESULT

Start Inquiry: Use GIAC,

look for 2 device,

use 3x%1.28s timeout

Host

Inquiry completes
after 2 responses

HCI_Inquiry_Complete(success, 2)

2\

—

Start Inquiry: Use GIAC,

HCIL Inquiry(GIAC,2,1)

look for 2 device,
use 1%1.28s timeout

Host

Inquiry completes
after 1.28s timeout

with 0 responses

>

——

OJHIE = SHAR HEo Has AHE 7L Ut
Y
HCL Inquiry(GIAC,2,3) >
— GIAC —»
HCI_Command_Status() :
— GIAC —»
_ &3 | 4Device 1 responds—
=
HCI_Inquiry_Result(info.on Device 1) _—
=
= — GIAC —»
= :
HCI_Inquiry_Result(info.on Device 2) — GIAC —»

<4 Device 2 responds—

HCI_Command_Status

/\

— GIAC —»

Bluctoth Devce

— GIAC —»

HCI_Inquiry_Complete(success, 0)

/2\

~——

| S

Fig.21 Message sequence charts for inquiries completing

Fig.21& %37} A g & oz nz
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o, HCL Inquiry_Complete ©]Hl

o

HCIL Inquiry_ResultE #Asta, F WA %
E7F B o] e HAIA] FAZEAE ofFdl Sl 3|HHA] gon
2 %37} €4y, HCL Inquiry_Complete o|HIE = o} F & $wto] A% x| ekt

e YEHITH

data : 01 01 00
process_event_packet: INQUIRY_COMPLETE

ntAEZE SHolE RES 9o #AES Tl Selo]E e BD_ADDRS €AY

W, F wEol AAH7] fste] vlaEsl Leloln W ofue] BHE Fstol

send_cmd @ Oxlc Oxc 0x4 0x40 0x0 0x20 0xO0

data : Of 04 00 01 00 00

command status

length = 4, result = 00, num_hci_cmd = 1, ogf = 00, ocf = 00
data : Oe 04 01 1c Oc 00

command complete

length = 4, result = 0, num_hci_cmd = 1, ogf = 03, ocf = Ic
process_return_param: WRITE_PAGESCAN_ACTIVITY

% gk 5% 209 ded 9 FAE 55 ALY RYAE AF gl
9 7 A IDE AV Wk 1 AN DE BAFE SHaa F 3

send_cmd : 0x5 0x4 Oxd Oxdd 0x17 0x0 0x5b 0x2 0x0 0x18 Oxcc 0x0 0x0 0x0
0x0 0x0

seqent = 7
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data : Of 04 00 01 05 04

command status

length = 4, result = 00, num_hci_cmd = 1, ogf = 01, ocf = 05
data : 03 Ob 00 28 00 dd 17 00 5b 02 00 01 00
process_event_packet: CONNECTION_COMPLETE:

Ip_connect_cfm: Success! (hci_handle : 40)

=
u
a
O

onnection_Complete °|HEES HWSS ZEH3IH oju o]

o
=
m
-3
rr
)
I
tlo
ey
(1)

3t A5+ %W E(Connection_Handle)o] 35 o]
otk 28l HEo] ZE:A)dE HCIL Connection_Complete oJHIEC| A ZAER
o

d HAEAES AHgete] A A daE AAT

ass
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V. Hol=Wle FHAAM AL R AlEH A

w el M= MM wolame s A4 dAste] 7l &3 dF

@

AE3 oy, F A9 A="dS E45te], dal ASICS

oo
ofr
o
&
>,

At AA TEaME Max-plus, I FLEX10KE ©]

ok 11 | | |
Intie 5 000000 000002

A H 000000 T

Al | I TIRAEFIIEEF |
¥ bar 0000000

o bar =T | (07 CAESARL |
o b T |
: i} SOOI C7RZIETE }
Y | ETE70H EXO0MOCTE :
court A 3 T

Fig.22 Completion of channel access code

NAATAZEE LAP wel Z2A s &, Fig22d A 2 LAPZF 0000002 ™
AEHITIZ=7E 57E7041E34000000D59 S Holar glth o 7]A] 5% Preamble,
7E7041E34000000D%= sync word, PFA| e & 5% trailers® YEbTH ol MA ¢
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LAP: | Preamble:| Sync word: | Trailer: |
@T@E| 5 | 7e704lel 40&&0@ |
EEEfEE | a | e7s8b522 TEfffff2 |  a |
9e8b33 | 5 | 475c58cc 7334572 | a |
9eAb34 | 5 | 28ed3c34 cbidBe’2 | a |
9e8b36 | 5 | 62337b64 1b345e72 | a |

Fig.23 Access Code Sample Data

Hoj Mo A= oA T AEHIIEE v FESFe] drle] HEC, CRCE
GAE 2 S dlolEl o] ool BHEH FAE AAde] AFHAHS =Y

thoolE FQlstr] flste] sltie] HECoF CRColl &4 5o w& 235 Al&d

i
AP
7]

0]

i
U4
tegfl. 7]

EMEmRl

Fig.25 Receive a error data in HEC
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Fig.24¢} Fig25+= sldelM el olej& A=A A& ol
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Fig.26 Receive a correct data in CRC

L] E
i | 0 |
O R TEAT = EOFC 1470k |
iy 1 I B s ;i )
iy 0 _..-*F 2]
a5 : B
fai & o]
i T ] |
i E |
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E ] [y |
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Fig.27 Receive a error data in CRC

Fig.267 Fig.27e CRCOIAM dlolgle] o2& AAst AlEeeoldd datoltt. o
A8 HEC®} CRC= HlolH 9 olejst &Re Fa25 AAsty] fs) A
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A HolHE A4 & dyAas S ue 02 3k, Fig.249t Fig.2600 4 A
A2 dolg e} st /<A ol 4l
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Hol 2 ARgs VIFo 2 deoly e



o FEe A SN
¥ EgHoR P s BRI SAFERE Bl
A ohle 1%71% AYSEAE Are WY guz o7 Wi o
= PTG A 29§ AL F St ek

webA & j=@ol A SAFER+ #1129 F4% A8 M2 g AXaAT,

n
>
o
=
=
+
e
Rl
AL
HN
o
i

round 1 & uj
RAND

v v

MUX

128 /iv,

1
0—

Key—controlled substituation round Key

128 & v count : 0-3

T MUX

128 &

PHT

0 —

round n - >
if count=4 if

Fig.28 Improvement of SAFER+ Algorithm

o= fleiA 7= SAFER+ €i2l5& Fig28d #Zo] vdstsled, 5 244

_36_



=y

T 7he] MUXSE 7heEE Algdtozx 3l2e] arls &9 & A o= 2
yH o7 PHTY 24707} o=t 232 2 = du 7€ 32 vl&) F71

=Rl MUXZE Sol7k71= shARE §b7]7F ARg s PHTE] o A<
JRE AA FoFve 9T A "o
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Fig.29 Result of Improvement SAFER+ Algorithm

Fig29& 71d¥ SAFER+S ol &3te] F@% A¥eld], ol& 71&9 SAFER+
dugFoR AT ME diojE o] Aol dATS AT 5 Utk

RAND7} ‘BC3F30689647C8D7C5A03CAS0AIIECER’, o =27} “7TCA89B233C
-2D" 12l 3 717} ‘159DDIF43FC3D328EFBAOCDSASGIFAST Sl 74 $-5 1 ol Ft},

HEFAOR o] dnYFS AT A% T ElS AAA HE&sto HAAR T

Asl wW Figd0n 2o 2%E 2 & gk

i RANDI0.127) | - OOOOCDCODCNONNCCO0CC0OCN0]
5 Ada(0. 4] | - 000000000000

== Kad AT | - HOON00ONOIONCON0000000000000000
S SREE - DE6COFES

= AL - 4A8F CODABD40FEFTERIEE113

Fig.30 Result of E1 apply to Improvement SAFER+ Algorithm

Fig.30& A¥x®H, RANDZE ‘00000000000000000000000000000000°, o = 7t
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Fig.31 Result of the second part generates the key stream bits
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A7 mod794

it mod329 €l o= H 3 s ¢ gle dHol 3
A, EH 3

of Ar) 94X e 4 9l7] W A 79¢] nulF
o) g3t 23S Mawste] ol ga A2 v o
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AGHEF 5
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Fig.33 Connection state by divider
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Fig.34 Connection state without divider

Fig.333} Fig.34+= Table.lol A9 79-hop Al
Hv Ads 2oFa du ada
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9ol AdgeAe Fugvt A4
AR E A

| WAdE ], - Fat Fols Bs 9 Ado] ey

6. T3 & A€r] ASIC 3 +d

%0 79 59 AagelAe] § AE

ULAP7} 0x9687cha9% StHEAth= 714 5ol
50RC240-3% o & A ztalo] & A A

e e BREs A)7)e] ah
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DR HEE HES 1/0 9 44

Fig.35= T35 & €7 ASIC 3 &4 ol%&5 H2ES] 93 Heolt,

H H L EE S

Fig.35 HBE-DTK-240 test board

P DEVICE = EPF10K50RC240-3
p INPUT PIN
— SIGNAL INPUT : ¢p = 91
— KEYPAD INPUT

Sellaf = 79 Sell1] = 80 Sell0] = 81

CLK = 82 Reset = 83 start = 87

= Sel = 000 : Page/Inquiry scan
001 : Page/Inquiry state
010 : Page slave
011 : Page master

100 : connection state

» OUTPUT PIN
— LED OUTPUT

Q6 = 116 Q5 118 Q3 = 119

117 Q4

Q2 = 120 Q1 = 126 Q0 = 127
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Fig.36 Hop sequence in page or inquiry

o 53 ] B2 = 6 =] 4

Fig.37 Chip operation of hop sequence in page or inquiry
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Fig.38 Bluetooth module and RS232C connection circuit

Aleld FAle] WA= ol ZEA7F QAN E =iol A= RS232C WA Al

_43_



S, RoldFelA AHEe REe Y4&E9 4ls= 3.3V, 0VE RS232C 14
of Btz &tk webA RS232C SAS dH7] AsiA= FelA A5l #as W
3} AlA Fojofstr g Agd TER FHS i & AF 33VE viAE 0VE &
ol ~2 mpitoe] FUth o] ¥ MAX232 & A&t

Fig.38e A, AAFFolME AfEE &8 5V dUlristd EZ1117S AAH
A 33V 2Ed9E EE 2, 4 Ao dAg. 183, REI RS232C Akelel
MAX2323 & FiL 53 o] AZgn

4 RS232Ce] RXD(2W #)3} EE2o] UART_TX(7% )
4 RS232C9] TXD@EW #)7} BES UART_TX(14¥H )
4 RS232C9] RTS(7H )3} &9 UART_TX(16¥ )
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Fig.39 Connection using RS232C Fig.40 EVM board
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3. 28 94 F Ao & #d AF

dlolg o] A7|et A wE HdF 5SS A7l ds dely @Z717F 30,335
Byte, 2,083,272 ByteE &3 $ Ao wE A AFATH AFEHEe 2
= Table.33} Table4ol] WERHA T
Table.3 Data size (30,335 Byte)

A 2 4 6 8 10
Al Zr 7 7 6 7 7
AEE T 34,664 34,664 40,440 34,664 34,664
(29 A ), A sec), DEEE( pps)]
Table.4 Data size (2,083,272 Byte)
A g 2 4 6 8 10
Al Zr 460 462 460 462 432
AEET 36,224 36,072 36,224 36,072 36,072
(&9« A Cm), M sec), AEEHE=( pps)]
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